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Abstract 

 

The doctoral dissertation entitled “A cryptographic system implemented in pSoC”, presents the research 

and development of Digital Core Design cryptographic system. By analyzing sources from the literature 

and the initial implementation of the title system, areas where its security and efficiency could be 

improved were identified. The objectives included the implementation of a multiplication circuit, a true 

random number generator, the execution of side-channel attacks, and the development of a protocol with 

one-time keys. 

A key component of the cryptographic system under development is the CryptOne co-processor, enabling 

accelerated computation in asymmetric cryptography algorithms such as RSA and ECC. Critical to their 

performance is the modulo multiplication operation. Therefore, the possibility of its optimization was 

verified. In the course of the research and implementation process, a unique combination of methods 

proposed in the literature and original solutions were developed, resulting in improved performance and 

reduced logical resource requirements as compared to the reference version. The developed architecture is 

also characterized by very good performance compared to other solutions published in the literature. 

In addition to the multiplication circuit, the possibility of implementing a true random number generator 

was also verified at the hardware level. In principle, this is a fundamental component of any cryptographic 

system, but its reliable implementation in a digital system is a significant challenge due to the limitations 

of design tools and the specificity of the physical phenomena measured. The research and analysis carried 

out allowed the implementation of a generator whose source of randomness is a clock signal jitter. 

However, compliance with the stochastic model and positive verification by a set of statistical tests 

significantly increase the reliability of the developed implementation. 

In addition to cryptographic key generation, random number generators are the basis for side-channel 

attacks countermeasures. This is a group of attacks that allows breaching the cryptographic systems 

security on the basis of, among others, the observation of various physical phenomena accompanying the 

calculations. These may be, for example, time, power dissipation or electromagnetic radiation. These 

attacks pose a serious threat to the security of almost any implementation, which is why it was decided to 

prepare a measurement station and a software environment, which would enable the verification of 

vulnerability and effectiveness of applied countermeasures. The research involved carrying out attacks 

such as a simple and differential power analysis. The methods, tools, and conclusions developed provide 

the foundation for verifying the security of the cryptographic system under development in the context of 

side-channel attacks. 



Cryptographic systems, as the name suggests, combine various functions and levels of abstraction. The 

hardware part implements mechanisms that perform operations described by machine instructions, and 

then algorithms and applications. Awareness of the scope of these issues and the possibility of improving 

security at various levels were the reason for conducting research on algorithms with one-time keys. 

Among the commonly used solutions, you can find algorithms with the acronym OTP, meaning one-time 

password, but despite the uniqueness of codes or passwords, a permanent cryptographic key is often 

hidden ''inside''. In connection with this, a concept of a protocol with one-time keys was prepared, which 

was then implemented and launched based on the developed cryptographic system. This protocol is 

characterized by unique properties that make it a response to some of the contemporary challenges related 

to IT security. 

In summary, the research goals established were achieved within the framework of the doctoral thesis. The 

solutions developed, also of an original nature, resulted in the improvement of the parameters and 

properties of the cryptographic system in terms of security, efficiency, and demand for logical resources. 

The final results of the conducted research were also used and implemented in the Digital Core Design 

products. 


